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STATEMENT OF WITNESS
(amended)

(Criminal Justice Act 1967, ss 2,9/M.C. Rules, 1968, r.58)
Statement off GARETHPEIRCE
{if over 18 enter ‘over 18") : Over18
Occupation of witness: Solicitor
Address I: Bimberg Peirce & Partners

14 Inverness Street
London NW1 7HI

This statement, consisting of 13 page/s each signed by me, is true to the best of my knowledge
and belief and I meke it knowing that, if it is tendered in cvidence, I shail be liable to
prosecution if 1 have wilfully stated in it anything which I kmow to be false or do not believe to

be true.
Dated the (ﬁ, Q(J_okmg ?«o(g
signed__(arett, fne”

Signatare witnessed by mf— —_—_

1. | represent Jullan. Assange as his sclicilor in the proceedings before WeslminslerlMagis!rales'
Count in which the United States seeks his extradition in respect of 18 charges, 17 under the US

Espionage Act 1917 and the last under a conspiracy to commit computer infrusion,

2. | make this statement in order to inform the Court and those representing the United States

Gavernment of significant evidence of which those acting for Mr Assange have become aware

Signed C"M(Dﬂ;f% ) Signature witnessed by




(C.J. Act, 1967 s.9; M.G. Act 1980,3.102, M.C. Rules, 1981, .70)

since his arrest and which is the'subject of ongoing investigation under the direction of a Senior

. Judge In the Spanish Ceniral Court of Invesligation Number & of the Audencia Naclonale.

3. Afler being made aware of the evidence oullined below iawyers acting for Mr Assange in Spain,
Baltasar Garzén Real and Allor Martinez look a number of steps towards alerting Spanish
proseculing authorities. Those steps involved astat;llshing protection for witnesses Involved, and
the confidentiality necessary if amests and search wamants were lheregﬂar to be ordered by a
court, That confideniiality has been maintained by Mr Assange's lawyers both in Spain and in the

UK, all of whom have been made aware of the fkely progression of steps being taken.

4. The process of investigation is continuing as directed by the Spanish Court -Lawyers
representing Mr Azsange both in the UK and in Spain, are proceeding in parallel, to camy out
such separate independent {nvestigalion as can be achieved whilst respecting the invesfigations
that require pursuit within the official processes of the ongolng Spanish criminal Investigation. [Mr
Assange's lawyers in Spain will request the permission of the Spanish Couit fo provide such
relevant documentalion as may be required in these proceedings. 1 am permitied to provide to
this Court the copy of a European investigation Order given to his Spanish lawyer, Allor Martinez,
(Exhibit 1). requesting that Mr Assange be interviewed by the investigating Judge. We are
informed that request was transmitted to the UK three weeks ago.} The summary of facks
aﬂ;ched fo the Order states that the case "Concems an investigation of the Spanish citizen David
Morales Guien and fhe. Spanish company UG Giobal based on a number of facls including thet
Morales Gulen carried out acls which impinged on Jullan Paul Assange’s privacy and on the

privacy of Julien Paul Assange’s lawyers, by placing bugging devices and olher means inside the

Signed G»L{J‘:\((ML Signature wilnessed by




Signed awlﬁ,ftml Signature witnessed by .

(G, Act, 1967 5.9; M.C. Act 1989, 5.102, M.C. Rules, 1981, .70)

Embassy of the Republic of Ecuador in London, without tha consenl of those affecied. The
information thus oblalned was handed over fo thind parfies or Institullons, emong whont are

authorilles of the Republic of Ecuador as well as US agents.”

. | set out helow a éummary of the evidence and the background of the investigations under

consideration by the Spanish Courl. | belleve that considerably more evidence may now have
been obtained as a result of searches carried out under the direction of the Courtin September of

{his year.

of ba und

6. Mr Assange on June 1g™ 2012 ook refuge Inside the Ecuadorian Embassy in London and

apphied for asylum. The basis of his application was a jear of his re-extradiion from Sweden to |
the United States, a country from which he feared persecution. He befieved that a sealed case
against him was prepared in the US, for the orgenisation of which he was at the fime a director,
WikiLeaks, having published information on war crimes comimitted by the US in Iraq and

Afghanistan.

. On 16th August 2012 Ecuador kssued a Note Verbale, agreeing to geant asylum siatus to Mr .

Assange, having concluded his saflety was endangered by potential extradition to the US &s a
result of his having pubfished truthful information from anonymous sources. The grant of asylum
additionally took inlo account that the Unitad Stales maintained capital punishment ant thal

several prominent figures had demanded that punishment for Mr. Assange. Further, the individual




(C.J. Act, 1957 5.5; M.C. Act 1980, 5.10Z, M.C, Rules, 1981, r.70)

alleged lo have been the source of the publications, former soldier Chelsea Manning, had been
found by fhe UN Special Rapporteur Against Torture, Juan-Mendez, lo have'been subjecied to

cruel, inhuman and degrading treaiment when imprisoned awailing trial.

8. In July 2042 the Spanish lawyer Balfasar Garzon Real was appointed by Mr Assange io co-
ordinate the legat advice that was thereafler provided to him. His legal reprasentatives included
lawyers in Ecuador, S!::aln. the Unlted Kingdom, Sweden, the USA, Ausiralia and a number of
olher European counlries, From fime fo Ume further lagal advice was sought by Mr Assange from

experts In specific areas of faw.

9. Of relevance Io ope aspect of what followed, is that Mr Assange met on numerous occasions
during the years that followed whilst he remained in the Embassy untit his arrest on April "™
2019, with lawyers and other visitors including his .doctors, his health requiring treatment

throughout the periad in which he was in the Embassy.

The subject matter under l;wa.;tlgaﬂon
10. The matter under investigalion In the Spénish Court concerns the mmagemenl of 2 Spanish
company Undercover Giobal (UG Global) with headquarlers in Cadiz. Between 2015 and mid
2018 the security of the Ecuadorian Embassy in London was entrusted to that company,
managed and directed by David Morales Guillen, the company having been i’nunded o provide

privale securily services.
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{G.J. Act, 1967 5.9; M.C. Act 1280, 5.102, M.C. Rules, 1981, £.70)

The original provision of securly by Ihe company, contracted by the governmentof Ecuador, was
understood o be as a consequence of the siluation In which Mr Assange had been granted
asylum and consisted mainly of guaranteeing the perimeter of securly of the building itself. As

this was a Spanish company, the nmajority of the company's workers were Spanish.

The progression of this arangement and dala supporting that progression have been made

known lo lawyers represenling Mr Assange and provided fo the Spanish Coust.

Altor Martinez De Menezes, (a Spanish lawyer representing Mr Assange, working in the law firm
headed by Baltasar Garzon ILOCAD SL), records in a short summary statement cited herewith, 8
contact received by him by emall on May 20® 2019 In his office. The emall indicated that the
writer had information relevant to Mr Assange, represented by that law office. Following a
response by Mr Martinez, the writer of the email, a former employee of UC Global and another
former employee each gave swom evidence of a nt;mber of criminal acts committed agalnst Mr
Assange and olher individuals in contact with him, in parlicutar his lawyers, but also his doctors.
He and other former workers gave swom evidence before a Spanish notary and explained in
detall the facts of whlch they were aware. in addition they provided a farge volume of malerial
from thelr former company, consisting of emails, video snd aydio recordings, documents and
olher data which pmvlde;i supporiing evidence lo their testimony. The substance of the evidence
that they could give, and supported by the abave data was thal whl_lst Mr Assange was within the

Ecuadorian Embassy, the director and administrator of UC Global, David Morales, in violation of

the contract entrusted to his company by the government of Ecuador, systematfically defiverad

Signed C\l’t"t\ ﬁuu:

information, including evidence obtained by theft as well as by unlawful surveillance to the




(C.J. Act, 1967 s.9; M.C. Act 1980, 5.102, M.C. Rules, 1981, 1.70)

intelligence authorities of he United Slates, mcluding surveillance within the Embassy in which

Julian Assange rernained throughout the period.

14, The employees’ evidence s that in approximately mid 2015, the manager of UC Global, David
Morales, iravelied to a securily fair in Las Vegas. On his return from Las Vegas, he informed his
employees at the company's headqum that “From now on we're going lo play In the first
division”, and that the company had gone to the "Dark side’, making what was at the time a veiled

reference to potential collaboratinn with American authosities in respect of Mr Assange.

15. Foliowing the meeli;ng. UC Global obtained a significant contract personally ménaged by David
Morales with the company Les Vegas Samds, owned by an American magnate Shekdon Adelson,
publicly known to have a close frifendship with the President of the United States Dopald Trump
both before and since his election. The contract, which on lts face was to provide security for
Sheldon Adelson's yacht, was subsequently disclosed to the workers in the company as an
arrangement io coliaborate with US intelligance authorities fo send information about Mr Assange

and visiors of interest, particularly his lawyers and his doctors,

16. The former workers have explained that as a resull of a parallel agreement balween David
Morales and the US-aulhorilles and not known to the Ecuadorian govemnment commissioring the
security contract, Morales began to make frequent journeys to the Unlted States, mainly to New
York but also to Washington and Las Vegas, indicating on each occasion that the trips were to

inform, “Our fifends the Americans”. On those trips, David Merales tock all the infermation retated

' Signed G’*@ﬁf“"“[— Signature witnessed by




{C.J. Act, 1967 5.3; M.C. Act 1988, 5.102, M.C. Rulss, 1981, 5.70)

to the security of the Embassy including the recordings of the ccTv cameras,' the repoits of

personne! in the Embassy and other informalion.

Once President Trump was elected and his administralion came o power, UC Global expanded
ils internal surveiliance to Incréase the obteining of information with cameras that recorded sound
(via camoufiaged microphones, hidden in the Embassy), and the photographing and copying of
devices reguired to be left as a security measure at the desk of the Embassy by visitors whilst

they were vishing Mr Assange.

From June 2017, emails were sent to the company supplying new CCTV cameras, indicating that

they, “Must have a buiit In microphone without being perceived by the naked eys”.

Whilst the monthly transfer of data to the USA continued through 2018, at the beginning of 2017,

coinciding with President Trump's accession, secure encrypted telephones and an encrypled

17.
@
18.
19,
i ”
@

Signed CTWUR ﬁﬂ(—i Signature witnessed by

computer were introduced for communications with “American friends”. The friends were
described to one of the Spanish fonmer employees by David Morales as, “The inteliigence of the
Uniled Sfates” (understood lo be referring to the Central Inteliigence Agency or CIA). As of 2017,
David Moral-es' contacts with the Americans, were observed to escalate and a small unit of
workers was designated to commence sophisiicated Information gathering within the Embassy,
Its compilation belng canied out mainly by operators physically at the Embassy performing 24
ho;Jr securlty shifts and submitting detailad reports fo the Unit's headquarters in Spain. Cameras
were Installed to record the audio of conversations as well as video of meetings. The team in

Spain travelled regutarly io London o collect the recordings from the cameras and transfer them




-{C.J. Act, 1957 s.9; M.C. Act 1980, 5.102, M.C. Rules, 1981, r.70)

to the headquarters In Spain from where Information packages wers assembled that David
Morales would personally take to the American authorities, with an increasing level of intrusion

and collection of detail concdming Mr Assange’s lawyers, doclors and other visitors.

20. The wilnesses describe substantial payments to David Morales and held by him In private

accounts in Gibraltar.

21, Evidence of the technical specifications of the installations, as well as photographs of the
devices, and sets of the recordings made by the old and the new cameras installed in 2017 which

could record audio have been provided by the wilnesses to the Spanish prosecutor.

22. At the same time, an amangement was requested by David Morales that the technicians could
enable streaming cameras Installed so that those inlerested In the United States, could access in
real time everything being sald in the Embassy. Two parallel streaming devices were set up, one
for Ecuador, and one unknown to Ecuador for the “Frisnds of the Uniled Stales”. A power point
demonstration of how such a secret streaming could be achieved for delivery to the US In real

time is amongst the evidence produced by the former employees.

23, Detafled information is contained In emails relating to the provision of microphones -that could
transmit conversalions frorn the meeting room in which Mr Assange was required to have his
legal vislis and from ofher areas in the Embassy. Stickers were placed upon the extemal
windows of the Embassy which would aflow for laser microphones outside the Embassy to pick

up communications from Inside the Embassy.

Sigde!“"i fos; Signature witnessed by
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Communicalions in Seplember 2017 by email between David- Morales and his employees and
produoec_l by them emphasised that no one should reveal what was occuming to the intellipence
services of Ecuador.l in an emall sent on the 29" September 2017 by David Morales to several
workers requested extreme caution with the information being transmitted “Senain (Fcuadorian
inteliigencs) is investigating us®. He states: "/ am going lo nead you to work on the following”
Including delail of the Inlemnal stiucture of the Embassy and of Embassy employees, it Is
necessary o have pholos of them as well ag the dascriplion of their functions or sclivities in the
headquarters® and “In perticular the foilowing profles must be created and updated (personal
dala, relationshlp with the guest, lelephone numbers, emals, number of visits elc)". Included ina
short st are three of Mr Assange's lawyers, “AY of them appesr in the lists and enlry records, you

have io do your best to know thelr dale”.

The winesses describe that in parficular visits by Mr Assange’s_lawyers and doclors were
monitored. UC Global established a security protocol that obliged all visitors including lawyers 1o
leave personal ID documents as well as ielephones and electronic devices with bek?nglngs atthe
entry desk. Thus operators could ensuse that they could scan and photocopy the individual's
personal documentation, search their belongings, photograph the contenis and potentially intrude
and obtain the potential for future intrusion Into the electronic devices. Subsequently, detailed
reports w:ara.made of those who visited Mr Assange, sent to the company's bheadquarlers in the

form of reports. A web portal was established that could be accessed remotely from May 2017,

" David Morales requested that al information that related fo Mr Assange's vists include

exhaustive detafied profiles prepared of each individual in order that on.any visil, an entire fle
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could be accessed immedialely relating to each person. Morales referred o profiles uploaded to
the server should ba expanded and include all persons from the Embassy itself. The informatien

requesled was for lhe purpose of remote access from the United States.

Further, the conversalions of his lawyers with Mr Assange would be recorded through cameras
with sound recording and hidden microphones, Examples of fists drawn up by UC Global contain
the identily documents of those who visiied; these were included in a database buill up of profiles
of all visltors. A number of specific examples given by the witnesses, the former workers,
including the extraction of dala from the iPad of a well known professor of intemational law who
had joined a meeting to discuss matlers invelved in his expertise, the grant of asylum. Delalls of
telephones wera photographed, as well as pholographs of messages within telephones whilst
thelr owners were atiending meelings. On two occaslons visiting doctors obsesved that aftes they
had left the Embassy briefiy and then retsned, notes had been aken into the office of the
security workers. The personal detalls of Mr Assange's visiting GP were specifically requésted
and colfected mcludl'ng the detalls from his {elephone. Separately survelllance was conducied on
senior Feuadorian diplomals when they visiled the Embassy as well as the head of Ecuadorian

intelligence.,

Signed Gﬂ’@l.f% Signature witnessed by cﬁzz . .... ch
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I, =

focus of particular sujveillance on the Ecuadorian Consul and Mr Assange appeared o
immediately trigger the issuing of the December 22™ 2017 nternational Amest Warmant by the

United Slales,

Further, specific evidence provided by the witnesses was of close surveillance on Mr Assange's
Spanish lawyer, Baitasar Garzén personally, oblaini;!g photographs of him in Spain and his home
for provision fo American Inteligence. The wilnesses report following a discussion of the
possiblity of a burglary of Mr Garzén's office, that some two weeks later the national media in

Spain reported a forced entry bo the office, by hooded individuals who deaclivated the alarm.

Further conversations reported by the wilnesses werse of plans o kidnap andfor seriously harm

Mr Assange.

The translaled text of a summary provided by Allor Martinez in Spanish cutfines lhe following

sequence of events:

42, "On July 29" 2019 the offica of the law finn of [LOCAD SL - Bailasar Garzon fed a criminal

Eompfaht sgainst the owner of the compeny David Morzles, *For a crime against privacy and
against the secrecy of attomey-client communicetions (art. 197 and 197.4 quaer CP), the i’fﬂ?
of misappropriation (art. 253 CF), bribery {(art. 424 and 427 CP} and money laundering (art. 301).

In addition, the complaint was also directed against the company UC Global as a legal identily for

Signed G’%ﬁ\]&m Signature witnessed by M




{C.J. Act, 1967 5.9; M.C. Act 1880, 5.102, M.C, Rules, 1981, r.70)

commilling a crime agalnst privacy and against the secracy of atfomey-cllent communicalions

(art. 197 quinguies CP), bribery (art. 427 CP) and money laundering (arl. 302.2 CP)."

3a. "Aé a consequence of this criminal complaint, the Ceplral Courd of Instruction No. 5 of the
Audiencia Nacional Isstied an order on August 7, 2019 admilting the criminal aclion and opening
the Preliminary Diigences 3291/2019 for crimes against privacy and against the secrecy of
allomey-client communications (art. 427 CFP) -and money laundering (ark 302.2 CF). 197 and
197.4 quaer CF), bribory (art. 424 and 427 CP) and money laundering (arl. 301) in refation fo the
owner of the company, and crime against privacy and against the secrecy of.auumay-cnsnt
communications {art._ 197 quinguies CP), bribery {art. 427 CP) and monay laundering (arl, 302.2

CP), in relation fo UC Giobat"

34. "On September 17, 2019, a police operation was carmried oul, ordered by the Cenlral.Court of
Instruction No. 5 of the Nafiona! Court, in which the owner of the company was afresled, logether
with the enlry and search at his homs and al the headquarters of the company UC Global. In
addition, the Ceniral Court of Instruction No. 6 has agreed a sel of proceedings, inclwding the
protection of former workers as prolecled winesses, end the laking of lestimony of Mr. Assange
as a witness, through a European Order of Investigation sent fo the Britlsh authoritles, being the

victim of the allsged crimes being investigaled.”

35. “The facls baing investigeted refiect that the owner of the company UC Global developed a
sophislicated espionage operation against Mr Assange. This would have consisted of the

instaflalion of cameras inside the Embassy thal recorded audio, the installation of hidden

Signed G’Mﬂiﬁ:m ....... Signature witnessed by Lot
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microphones terrecord meslings, the digitizalion of identily documenls of visits, the intarvention of
efecironic devices of people who came lo the Embassy, physical moniloring of people, and alf in
order lo feed an FTP server {and laler a web repository) open for remole access, direclly or
through U.S. Inlelligence authorities. Furthermors, according to the documentalion submillad lo
the court, the owner of UC Global hed been in continuous contact with Unifed Siales authorities,
who had Indicated o him the specilic objectives fo which he should pay attention, including to

members of Mr. Assange's legal leam.”

36. "All of the above s evidencad by lhe slalemenis mada before a Nofary by the wilnesses {who
ratiffed them before the judicial authorily), by e-malls, telephone chals, videos of meefings,
recordings of hidden microphones, and a substanfial package of documents from the company

that is at the disposal of the Central Court of Instruction Ne. & of the Audiencia Nacional.”

Signed G‘Vd‘a@ﬂt Sigoature witnessed by (koS




Served 17.01.20

IN THE WESTMINSTER MAGISTRATES' COURT

BETWEEN:

GOVERNMENT OF THE UNITED STATES OF AMERICA

Requesting State

JULIAN ASSANGE

Defendant

ADDITIONAL DEFENCE EVIDENCE SERVED 15" January 2020

Second statement of Gareth Peirce re: seizure of legaily privileged
material post-arrest.
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